CCMBITECH

Osaker omvarid

Region Vastmanland, Ledarskapsform, 2026-04-22

§ ) Anton Lif

Strategi, cybersakerhet och totalférsvar



Slutsatser

1

Geopolitisk osakerhet ar
en del av den operativa
verkligheten idag

2

Hybridhot &r den
dominerande hotbilden att
forhalla sig till

CCMBITECH

Beredskap dverlever om den
ar kopplad till affarsnytta



Den strategiska "utmaningen” COMBITECH
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Ostersjon

CCMBITECH

Ostersjon &r ett nav for
Rysk import / export

Avgodrande for rysk
ekonomi och sakerhet

Stora investeringar i egen
infrastruktur

Forstarkt militar narvaro
och formagetillvaxt trots
kriget i Ukraina

Formaga att paverka
infrastruktur pa land, under
vatten och digitalt



Natos nordostra flank
- en nordisk forsvarsbarriar

Forsvarar

Forstarkningar T : *Ryska basomraden
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Sveriges roll i Nato CCMBITECH

= Deltaiforsvaret av norra Finland och Baltikum

= Till forfogande for Enhanced Forward Precence |
(EFP)

= |nga i det gemensamma luftforsvaret

= Integrera de marina styrkorna med dvriga
alliansen

= Forhandslagring av materiel m.m.

= Understodja operationer fran svenskt
territorium, med bland annat transporter och
lagring

= Uppratthalla forsorjningsberedskap med
strategisk viktig industri i landet

= |nsamla och delge underrattelser

= Deltaiterroristbekampning och cyberforsvar

= |nga i Joint Force Command Norfolk
operationsomrade



TOTALT FORSVAR - TOTALT KRIG (!)
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1554 attacks damaged or destroyed hospitals
458 health workers killed
423 health workers injured
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Ref: Attacks on Health Care in Ukraine, Ukraine’s Health Care System Endures Over 2600 Attacks Four Years On From Russia’s Full-Scale Invasion - Ukraine | ReliefWeb



https://www.attacksonhealthukraine.org/?center=48.46017328524599-35.03986358642579&zoom=11&markerID=31395
https://www.attacksonhealthukraine.org/?center=48.46017328524599-35.03986358642579&zoom=11&markerID=31395
https://www.attacksonhealthukraine.org/?center=48.46017328524599-35.03986358642579&zoom=11&markerID=31395
https://www.attacksonhealthukraine.org/?center=48.46017328524599-35.03986358642579&zoom=11&markerID=31395
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
https://reliefweb.int/report/ukraine/ukraines-health-care-system-endures-over-2600-attacks-four-years-russias-full-scale-invasion
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KH-101 missile

Range: 2,500 - 2,800km
Warhead weight: 450kg
Rocket length: 7.45m
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TOTALT FORSVAR - TOTALT KRIG (?) CCMBITECH

TRANSLATED FROM THE ORIGINAL
PEOPLE'S UBERATION ARMY DOCUMENTS

Unrestricted
Warfare

China’s Master Plan to Destroy Amodca/

Qiao Liang
Wang Xiangsui

A
Military Localization of military conflict
conflict
Crisis reactions :
Immediate ‘.
military threat Intensifying contradictions ' N
Direct Differences transform into conflict. i : .
military threat | Military-political leaders become ] { %
aware of this change. | ) o
Emergence of differences N 1 “‘
Pc_)lt_entialh of interest | ) .
military threat ! ‘
ry ] . >
1. Covert origins 2. Escalations 3. Start of ) 4. Crisis 5. Resolution 6. Restoration of
conflict : peace (postconflict
activities ) settlement)
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Military
measures

The role of nonmilitary methods in interstate conflict resolution

Main Phases (Stages) of Conflict Development

Neutralization of military conflict

Formation of coalitions and unions Search for ways to resolve conflict

Political and diplomatic pressure

Comprehensive

Emb. | Economy on mzasures tO
Huargo : awar foo(ing reduce tensions

Economic sanctions
Break diplomatic relations

Formation of political opposition Action of opposition forces Change in military
political leadership

Conduct information warfare (ratio of nonmilitary to military measures = 4:1)

Military strategic deterrence measures

Strategic deployment Peacekeeping
Conduct military operations operations




Hybridhotet
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Ref: The Scale of Russian Sabotage Operations Against Europe’s Critical Infrastructure
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EU CYBERSECURITY INCIDENTS REPORTED, SELECT CRITICAL SECTORS
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Source: European Commission, Annual Report NIS Directive Incidents, 2019-2024.F Authors’ own elaboration.

Ref: Securing EU Healthcare in today's hybrid threat landscape | EESC



https://www.eesc.europa.eu/en/news-media/eesc-info/eesc-info-january-2026/articles/134225
https://www.eesc.europa.eu/en/news-media/eesc-info/eesc-info-january-2026/articles/134225
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure

Hybridhotet
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Rlsker for sabotage vid
vattenverk ska specialgranskas

Publicerad: 22 oktober 2024, 13:55

Just nu: Flera lansstyrelser utsatta for hot i

CCMBITECH

Desinformationskampanj om

socialtjansten — Goteborgs stad
polisanmaler

Flera busslinjer tvingades
stallas in — efter sabotage

form av pulverbrev MSB varnar for
informationspaverkan om
Chef pa Akademiska sjukhuset coronaviruset
doms for miljonmutor .
Hot och vald mot bussforare - Flera Val‘dcentl‘alel‘
"Sa ska ingen behdva ha det pa drabbade i I'T- attacl(

jobbet”

Bra: Var fjarde politiker utsatt for

hot

UPPDATERAD 6 NOVEMBER 2025 PUELICERAD & MOVEMEER 2025

Polisen utreder flera otillatna
dronarflygningar 6ver
Universitetssjukhuset i Orebro



Vad kan ni gora?

5.7

o
Forsorjningskedjor

och logistik

» Kritiska beroenden

 "Single point of failure”
» Partnerskap med leverantorer
 Alternativa transportvagar
» Beredskap for storning
+ Avtal

Involvera naringslivet
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Produktion och
uthallighet
« Kritiska produktionslinjer
» Reservdelar, back-up, redundans
» Produktionsplanering
« FOrmaga att stélla om
» Reservkraft
» Beredskap- kontinuitetsplaner
* Prioritering

=

Digital och fysisk
sakerhet

» Cybersakerhet
* Informationssakerhet
* OT-sékerhet
+ Tilltradeskontroll
« Overvakning
* Insider / Sabotage

» Hantera incidenter

CCMBITECH

Personal och
organisation

» Kompetensforsorjning
 Krishantering

 Planer for bortfall,
ersattningsbemanning

» Ledarskap och
kommunikation under press

* Medvetenhet




Pé Iéng sikt CCMBITECH

Planering
& Strategi

"Operations” Vision Transformation

12 — 24 manader :
2-5ar

5-10ar

1é+ér

Ref: Amy Webb, Future Today Strategy Group
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